CDP, Framework CDP “DTAG as Controller”, February 2019, GPR-AB


Contract
on Processing of Personal Data on Behalf of a Controller


between

Crnogorski Telekom a.d.
Ulica Moskovska br. 29, Podgorica, Crna Gora
PIB 02289377, PDV 20/31-00049-4

– hereinafter referred to as the "Controller" –


and


– hereinafter referred to as the "Processor" –

– hereinafter referred to individually and collectively as the "Party"/"Parties" –


§ 1 Subject matter of the Contract; legal basis

[bookmark: _Hlk36442522](1)	This Contract (hereinafter referred to as "Framework CDP") governs the processing of personal data (hereinafter referred to as "Data") by the Processor for and on behalf of the Controller, according to the Controller's instructions, in connection with (add name of Main Agrrement)executed by the Parties on <…> (hereinafter referred to as the "Main Agreement"). 
	
(2)	This Framework CDP applies to all future orders and any already placed orders under the Framework Agreement.
	
(3)	This Contract is based on the provisions of the applicable laws of the European Union (in particular the EU General Data Protection Regulation) and of the Member States (referred to jointly as "Legal Provisions"),as well as applicable laws of Montenegro.

		
§ 2	Provision of Data; Services, purpose and location of the Processing Rights and obligations of the Controller

(1)	[Provision of Data] The Controller shall provide the Processor with access to the Controller's Data as described bellow 
 1.	Data to be processed/Data affected; type of access; 
	
The Controller commissions the data processing under the following terms and conditions:

a.	Categories of data subjects:

•	Endusers of the Controller 
•	Employees of the Controller 
(Please choose one or both categories of data subject)

b.	Affected personal data:
•	Last name/first name
•	Company name
•	Contact data (e.g., telephone, e-mail)
•	Traffic data (data that is collected, processed, or used during the provision of a telecommunications service, e.g., the telecommunications service used, the number or the ID of the lines involved (calling party and called party), the card number (if customer cards are used), any location data for cell phones, the be-ginning and end of the individual call (date and time), and the data volumes transmitted). 
•	Customer and End Customer Data of the Controller Charging records
•	User names
•	IP address
•	MSISDN of end users of the Controller
•	IMSI of end users of the Controller
•	IMEI
	Message Content of end users of the Controller
•	Location Data
•	Cell ID
•	Location Area (LAC)
•	Mobile Country Code (MCC)
•	Mobile Network Code (MNC)
•	Account and log in data of
•	Users of telecommunications services 
•	Subscribers
(please choose affected personal data from the list or add personal data)

Given the nature of the Services, the Controller verifies that the Processor is unable to confirm or maintain the list of affected Personal Data listed above. Therefore, the Controller will notify the Processor of any changes necessary to the above-mentioned list in writing. The Processor will process all categories of Personal Data of the Controller listed above in accordance with the Agreement. If changes to the Controller’s Personal Data Lists require changes to the agreed processing, the Controller will provide Processor with Additional Instructions as specified in the Agreement.

c.	Sensitive Data/Special categories of Data within the meaning of Art. 9 of the EU General Data Protection Regulation (GDPR) (must be specified in detail here): 
•	(please add sensitive data or n/a)

d.	Access to personal data
	
1 	
Access provide via: 
•     (add description of access)
•	On-site
(please choose relevant access type)

2.	Services, purpose and location of the Processing: 
Any related processing of data will be done for the purpose of (please describe the service from the Main agreement)
The Processor may provide the services mainly from Montenegro but (also) from the countries of the European Union, the European Economic Area, using approved subcontractors as listed in Annex 2, in accordance with Frame CDP.

	
(2)	[Responsibility] In relation to the Processor, the Controller is solely responsible for assessing whether Data can be processed lawfully and for safeguarding the rights of the data subjects. 

(3)	[Instructions] The Controller has the right to issue instructions on the type, scope, and methods of data processing. All instructions shall be issued in writing or by e-mail. Unless otherwise necessary to comply with applicable data privacy law, any changes or additions to the instructions must be agreed to according to the process for amending the Agreement.

(4)	[Audits] The Controller may check the Processor's compliance with the Legal Provisions and this Contract(for regular audits Controller will notify audits 30 days in advance)  at any time and without undue delay at Controller’s own costs and expense unless such audits show non-compliance with data privacy as agreed even at the Processor's premises, in particular by obtaining information and viewing the stored Data and the data processing programs on the Processor's premises. In the case of maintenance/remote maintenance, the Parties may conclude further necessary agreements, as appropriate. The Controller may perform the checks itself or have them performed by a contracted independent, qualified third party who is obligated to maintain confidentiality. If the Purchaser decides to appoint a third-party auditor, it must indicate the name and the firm of the auditor. Supplier has the right to refuse the appointment of a third-party auditor to the extent for good cause. The audit may not be conducted by any competitor of the Supplier.
The Controller shall announce checks to be carried out at the Processor within a reasonable period of time, perform the checks during normal business hours only, and take due care during their performance not to disturb the Processor's business operations and operational workflows; however, this does not apply in the case of a specific suspicion of abuse. The methodology of the audit has to be shared with Supplier and it must be designed to minimize disruption to Supplier’s operations. The Purchaser has to indicate the schedule, the accurate scope of the audit as well as the identity of the person(s) in charge of performing the audit.
 
(5)	[Right to proof] The Controller has the right to request proof from the Processor with regard to the fulfillment of the Processor's obligations. 


§ 3	Rights and obligations of the Processor 

(1)	[Purpose of processing] The Processor shall provide the Controller with the services/process the Data for the purposes described in the Framework CDP. 

(2)	[Lawfulness of processing] The Processor shall process the Data in accordance with the Legal Provisions, the provisions of this Contract, and the instructions of the Controller. If, due to a Legal Provision, the Processor is prevented from processing the Data in accordance with this Contract and the instructions of the Controller, it shall inform the Controller of this before carrying out the processing, unless it is legally forbidden under Union or Member State Law to inform the Controller on important public interest grounds. The Processor shall not use the Data for any other purpose and shall in particular not be permitted to pass on the Data provided to it to third parties. Copies and duplicates must not be created without the prior consent of the Controller. This excludes backups required to assure proper data processing. 
	In the case of maintenance, remote maintenance and/or IT fault analysis, access to the Data of the Controller shall be prevented as far as possible. If Data access is unavoidable, the Processor must limit Data access to the unavoidable minimum. 

(3)	[Data protection officer] The Processor provides assurance that it has engaged a competent and reliable data protection officer, who is granted the time required to perform his or her duties. The data protection officer performs the duties in accordance with the Legal Provisions; in particular, he/she takes steps to ensure compliance with the legal and agreed regulations regarding data protection. 
As far as the engagement of a data protection officer is not required by law and the Processor therefore does not have a data protection officer in place the Processor determines a contact person responsible for the matter of data protection.
Detailed information on the contact details of the data protection officer / the responsible contact person is provided in § 8 below.
	
(4)	[Territorial restrictions] The data processing may generally take place in a Member State of the European Union/European Economic Area. The location of processing is (add the location). Changes regarding the processing location and/or the inclusion of further processing locations require the prior agreement of the Controller (in writing or by e-mail).
Data processing in third countries (i.e. countries that are not member states of the European Union/European Economic Area and do not possess an accepted appropriate level of data protection) shall only take place on the basis of an additional, separate agreement (EU Standard Contractual Clauses) to ensure an appropriate level of data protection. Furthermore Processor agrees to enter into separate EU Standard Contractual Clauses directly with a respective Superordinate Customer (Data Exporter), as defined in § 1 (3), if necessary. Processor is obligated to enter into the EU-Standard Contractual Clauses in the name and on behalf of Controller and/or, if so, the respective Superordinate Customers with its Subprocessors in third countries which are approved by Controller. The power of attorney for this purpose is hereby granted by the Controller. Controller is obligated to obtain a respective power of attorney from its Superordinate Customers. If Processor offers safeguards according to Article 46 GDPR to Controller, it is in Controller´s discretion to decide, if processing in third countries can be carried out on that basis. § 6 remains unaffected.

The foregoing provisions also apply to any access to or viewing of the Data by the Processor, e.g., as part of internal checks or for the purpose of development, carrying out tests, or administration. 

(5)	[Audits] With regard to § 2 (4) above, the Processor shall provide information and cooperate accordingly. The Processor shall support the Controller in particular in data protection audits conducted by the supervisory authorities to the extent that such audits concern the processing of Data under this Contract, and shall immediately implement the requirements of the supervisory authority in agreement with the Controller. 

The Processor itself must also monitor compliance with the Legal Provisions and this Contract. Checks must be carried out by the Processor at regular intervals to review the effectiveness and success of the technical and organizational data protection measures implemented. Evidence of the implementation of contractually agreed measures must, upon request of the Controller, be presented in the form of up-to-date attestations, reports, or extracts thereof.

(6)	[Data subjects exercising their rights] On the instructions of the Controller, the Processor is obliged to support the Controller in fulfilling its obligations toward data subjects who are exercising their rights in accordance with the Legal Provisions (e.g., right to information, correction). 
	If a data subject addresses the Processor directly, the Processor shall not disclose any information, but rather refer the data subject to the Controller. The Processor shall inform the Controller accordingly.

(7)	[Further support] The Processor shall also support the Controller in the performance of its other legal duties where these are associated with the data processing by the Processor. In particular, it shall:
(a)	on request, provide the Controller with all the information it has at its disposal that the Controller needs to comply with its reporting and/or documentation duties in accordance with the Legal Provisions (in particular the records of processing activities);
(b)	support the Controller in providing information to the extent that information about the processing of Data is required to be reported to a governmental agency or a person in accordance with the Legal Provisions;
(c)	inform the Controller of any incidents of serious disruption to operations, any suspicion of data protection violations, and/or other irregularities in relation to the processing of the Data. The Processor is aware that the Controller is obliged to inform the supervisory authorities immediately of any data protection violations. The relevant information shall be documented and shall contain the details necessary for reporting to the supervisory authorities. In the event of data protection violations, the Processor shall support the Controller in notifying the data subjects and the supervisory authority, if requested to do so.

(8)	The Processor shall immediately notify the Controller of any and all communications from the supervisory authorities (e.g., inquiries, notification of measures or requirements) to the Processor in connection with the processing of Data under this Contract. Subject to mandatory statutory requirements under Union or Member State Law, the Processor shall only provide information to third parties, including supervisory authorities, with the prior consent of and in consultation with the Controller (in writing or by e-mail).

(9)	 [Deletion or return of data] Upon completion of the commissioned work or earlier at the request of the Controller, the Processor shall delete all personal data or destroy data carriers containing personal data in accordance with current and recognized technical standards in such a way that recovery of the Data is not possible or only possible with disproportionate effort, and shall confirm this to the Controller stating the methodology used. The destruction of data carriers shall be recorded stating the serial number of the data carrier, and the type and date of destruction. The aforesaid shall also apply to test and waste material and any backup copies produced.
Instead of deletion/destruction – and if agreed – the Processor shall hand over to the Controller the Data and any documents, processing results, and data carriers in its possession.  
Deviations from the above deletion and return obligations shall only be considered if the Legal Provisions stipulate the storage of the personal data. The Processor shall inform the Controller of this.
	

§ 4	Technical and organizational security measures

(1) The Processor shall ensure that the Controller's Data is processed exclusively in compliance with the technical and organizational measures required in accordance with the Legal Provisions and this Contract. The measures currently required are described in Annex 1.

(2) Any substantial security-related decisions on the organization of data processing and the applied procedures must be agreed with the Controller.

(3) With regard to data processing systems owned by the Controller to which the Processor gets access, the Controller reserves the right to perform quality assurance audits and to take measures to identify misuse of such systems (e.g. Logs). This may include accessing the personal data (such as but not limited to individual user IDs and names, contact information, etc.) of those employees of the Processor who have access to the systems. The Processor has to provide via internal measures, which may also involve the participation of employee representatives, that the Controller is legally authorized to use this data. 

(4)	Where services in the area of maintenance, remote maintenance and/or IT fault analysis are provided, the following regulations shall also apply:

(a)	The Processor's employees must use appropriate identification and encryption procedures. Before the work is performed, the Controller and Processor shall agree on any necessary Data backup measures.

(b) All services shall be documented and logged by the Processor.

(c)	The Data may only be used if this has been explicitly requested by the Controller and only for fault analysis purposes. The Data may only be used on the equipment provided by the Controller or on the Processor's equipment that has been approved by the Controller for this purpose beforehand. The Data may not be copied to mobile storage media (PDAs, USB flash drives, or similar devices) without the Controller's explicit consent.

§ 5 Confidentiality

(1) The Processor shall ensure that only persons who have first been bound by confidentiality or are subject to an appropriate legal obligation to secrecy are authorized to process the personal data. It shall ensure that personal data is not processed without authorization, in particular for other purposes, and that it is not disclosed to third parties. The Processor shall ensure that persons entrusted with the data processing are familiarized with the specifications and instructions in this Contract in advance. 

(2) If, in the scope of its activities, it is possible for the Processor to access electronic communications data, it shall ensure that the confidentiality obligation on the persons entrusted with the processing extends to the content and precise circumstances of the electronic communication of the data subject, in particular the involvement of the data subject in an electronic communication process and the precise circumstances of failed communication attempts.
(3) The Processor guarantees that the obligation for confidentiality continues even after the end of this Agreement, after the termination of this contract and after the end of the employment or assignment relationship of the persons entrusted with the processing. If all privacy relevant Data is finally deleted or anonymized after contract cancelation, this required is also fulfilled. 


§ 6	Sub processors

(1)	[Authority] The Processor may employ other Processors ("Sub processors"), which are listed in the Anex 2 . Additional/other Sub processors may be employed on the condition that the Processor informs the Controller in writing or by e-mail of any intended order and/or change in respect of the inclusion or change of a Sub processor. It may proceed as suggested if the Controller raises no objection within 10 calendar days from receipt of the information, or within a different period agreed by the Parties. It is clarified that Sub processors may only be employed within the scope of the agreements of the Individual CDP. No subcontracting relationships within the meaning of this provision are those contracts on the basis of which the Processor – according to a mutual understanding with the Controller – merely makes use of ancillary services and these services do not include the processing of Data for the Controller (e.g., cleaning staff).

(2)	[Back-to-back agreement] The Processor ensures that the Sub processor is obligated toward the Processor in the same manner that the Processor is obligated toward the Controller under this Contract.  
The Processor must check compliance with the obligations on the part of the Sub processor, in particular compliance with the agreed technical and organizational measures, before data processing begins and at regular intervals thereafter. The results of these checks shall be documented and made available to the Controller upon request. Any substitution of such checks on the basis of an approved code of conduct or an approved certification mechanism with regard to the Sub processor requires the prior consent (in writing or by e-mail) of the Controller.

(3)	[Controller's direct monitoring rights] 
The Processor also ensures that the Controller has the same monitoring rights over the Sub processor that the Controller has over the Processor itself, and the Processor must safeguard this contractually. In the case of § 1 (3), the Processor shall ensure that the Superordinate Customer has the same rights as the Controller.  
The Processor has to provide the Controller with information on the content of the contract with the Sub processor that is essential for the monitoring rights and on the implementation of data protection-relevant obligations on the part of the Sub processor when requested to do so. 


(4) [Confidentiality] The Processor is permitted to pass on Data to the Sub processor or to start services in the area of maintenance/remote maintenance/IT fault analysis only if the Sub processor has obligated its employees to observe confidentiality pursuant to § 5 of this Contract and it has implemented the agreed technical and organizational security measures.

(5)	[Sub-Sub processor] The Processor may permit the employment of Sub-Sub processors (i.e., contractors of the Sub processor; also "2nd subcontracting level”), which are listed in the Annex 2. The employment of additional/other Sub-Subcontractors (2nd subcontracting level) is only permissible with the prior agreement of the Controller (in writing or by e-mail). It is hereby clarified that Sub-Sub processors may only be employed within the scope of the agreements.

The use of further subordinate Sub processors (also referred to as "3rd subcontracting level) is not permitted. The Processor shall contractually forbid its Sub processors (2nd subcontracting level) from using further Sub processors (3rd subcontracting level).  

With regard to the commissioning of Sub-Sub processors (2nd subcontracting level), the regulations according to § 6 (2), (3), and (4) apply accordingly, especially the direct monitoring rights of the Controller vis-à-vis the Sub-Sub processor. The Processor has to ensure that its Sub processors impose the same obligations on their Sub-Sub processors as are imposed on the Sub processor vis-á-vis the Processor – but with an additional clause that excludes the use of any further Sub processors. The Sub processor that has employed the Sub-Sub processor must be displayed to the person responsible. 

(6)	[Overview] The Processor shall maintain an up to date overview of the Sub processors and Sub-Sub processors employed and make this available to the Controller on request.


§ 7	Term and termination of the Contract

(1)	This Contract shall be valid for as long as the Framework Agreement, remains in force, depending on whichever remains in force for longer.  

(2) The Controller may, at its discretion, terminate this Framework Agreement with the Processor at any time without notice, if the Processor is in serious breach of this Contract, e.g. but not limited to, if the Processor fails to carry out instructions in accordance with § 2 (3), or if the Processor refuses to allow inspections by the Controller, whether in whole or in part, in breach of the Contract. 

§ 8	Contacts:

(1)	The Processor's contact is:
	
Data protection officer: 
E-mail:
	
(2)	The Controller's contact is:

Contact: 
	Title: 
Telephone:
	E-mail: 

[bookmark: _Hlk36286275](3) The Controller's data protection officer is:

Contact: Dana Bogetic Lakovic
Title:  Data Privacy Officer
E-mail: dana.bogeticlakovic@telekom.me
              Data.protection@telekom.me







[bookmark: _Hlk40693464]§ 9 Liability; penalty

(1) The Processor's liability toward the Controller with regard to culpable breaches of this Contract shall be based on the statutory provisions. Limitations of liability agreed in this Framework Agreement shall not apply to violations against this Framework Agreement.
(2) The Processor shall indemnify the Controller against such third-party claims that are filed against the Controller and are attributable to a data breach as defined in the GDPR caused by Processor by violating against the obligation under this Agreement.

The Processor is liable for any fault on the part of its Sub processor and Sub-Sub processors as if the Processor itself were at fault. 

(3) The Processor bears the burden of proof that any damage or any loss suffered was not the consequence of a circumstance for which it is responsible, to the extent that Data is processed under this Contract. The Processor meets its obligation to provide proof if it is able to disclose that it has observed the provisions of this Contract when collecting or processing the Data and, in particular, that it has implemented the technical and organizational measures as agreed.

§ 10	Miscellaneous

(1)	[No right of retention] The Processor shall not retain any of the Data for the reason that the Processor itself has a right of any kind against the Controller. 

(2)	[Secure Data] If Data is jeopardized on the Processor's premises due to actions by Third Parties, such as seizure or confiscation, through insolvency or settlement proceedings or by other events, the Processor must notify the Controller accordingly without undue delay and inform such Third Parties, that the Controller is the owner of the Data. The Processor shall copy the Data to secure data carriers and erase the jeopardized data in compliance with data protection laws and the relevant current and recognized technical standards. 

(3)	[Validity of Contract] The invalidity of a provision of this Contract shall not affect the validity of the remaining provisions. If a provision proves to be invalid, the Parties shall replace it with a new provision which approximates the intentions of the Parties as closely as possible.

(4)	[Changes to the Contract] Any changes to this Contract or to an Individual CDP and any side agreements shall be made in writing (including by e-mail). This shall also apply to the waiver of this written form clause itself.

(4) [General Terms and Conditions] The Parties agree that the "General Terms and Conditions" of the Processor shall not apply to this Contract.

(5) [Place of jurisdiction] The sole place of jurisdiction for any disputes arising from and in connection with this Contract shall be Podgorica, Montenegro. 


(6) [Applicable law] This Contract is subject to the Legal Provisions as stipulated above in § 1 (4). 










Annex:
The following Annexes  are integral parts of this Contract:

Annex 1: Technical and organizational measures
Annex 2: List of sub processors 

	
Controller:

Crnogorski Telekom AD

Place, date:  _______________________

Name:

 ______________________________

Signature:

______________________________

Name:

______________________________ 

Signature:

______________________________
	
Processor:


Place Date _________________________

Name:

 ______________________________

Signature:

______________________________

Name:

______________________________ 

Signature:

______________________________








Annex 1
Technical and organizational security measures

|_|Case variant 1: 
The Processor uses his own (or a sub processor’s) IT infrastructure (server/client, application) or his own end devices, either exclusively or in addition. Or:
The Processor or a Sub processor stores personal data of the Controller in his own IT infrastructure or in his own end devices.

The following measures apply:



OR:
|_|Case variant 2: 
The Processor uses the Controller's IT infrastructure (server/client, application) and uses his own (or a Subprocessor's) end devices to access it. No data is stored by the Processor or a third party.

The following measures apply:



OR:

|_|Case variant 3: 
The Processor uses only the IT infrastructure (server/client, application) and end devices of the Controller.

The following measures apply:




Please check box



Annex 2
List of Sub processors 

The following Sub processors may be deployed for the following services:

Sub processor: 
Data protection officer: 
Services: 
Processing location (address): 
16
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Preamble



The processor ensures, 



· a specialist data privacy officer has been appointed in writing. His/her involvement in data privacy management is ensured, 

· the organization must keep a directory of processing activities pursuant to Article 30 (2) GDPR. There is such a directory in written or electronic form. Or: This duty does not apply to the organization based on Article 30 (5) GDPR,

· that persons authorized to process the personal data have committed themselves to confidentiality or are under an appropriate statutory obligation of confidentiality,

· when processing personal data, the implementation of any measures required to ensure an adequate level of protection pursuant to the requirements of Article 32 GDPR. Processing takes into account the status of the technology,

· the organization has an established process for giving notification of personal data breaches.



[bookmark: _GoBack]The processor uses for his services solely or additionally his own (or that of another processor) IT infrastructure (server/client, application) or his own end devices. Or:

The processor or a subprocessor stores personal data of the controller in his own IT infrastructure or in his own end devices.



The processor fulfills the following mandatory marked requirements for the implementation of technical and organizational privacy measures.



[bookmark: _Toc501704492]Admittance control

The term “admittance” refers to the physical access by individuals to buildings and facilities in which IT systems are operated and used. These can be, for example, computer centers where web servers, application servers, databases, mainframes and storage systems are operated and office rooms where employees use desktop computers. This also includes the facilities where network components and network cables are located and laid.

100	Definition of security areas

The protection requirement of a building or a room is determined based on the data processing systems located in it with which the customer’s personal data is or can be accessed. The determining factor for the evaluation is the protection requirement of the customer’s data which the processor can access.

Fulfillment of the requirement 100 is a binding provision under this agreement.   |X|

101	Implementation of effective admittance protection procedures

Suitable technical measures (e.g., special glazing, intrusion detection system, chip-card operated turnstile, single-person security entry system, locking system) or organizational measures (e.g., security guard) shall be taken to safeguard security areas and their admittance points against entry by unauthorized persons.

104	Specification of persons with admittance authorization

The requirements for and the group of persons with general admittance authorization must be defined and the authorizations for admittance to security-relevant areas limited to absolute necessity (“principle of minimal authorization”). Admittance shall be denied to anyone without authorization. Means of admittance to buildings or premises must only be issued to specific persons and may not be passed on to third parties. Users shall be made aware of this. 

Fulfillment of the requirement 104 is a binding provision under this agreement.   |X|

105	Management and documentation of individual admittance authorizations throughout the entire life cycle

A process shall be established for requesting, approving, issuing, managing and accepting the return of means of admittance or for withdrawing admittance rights (including management of keys, visual IDs, transponders, chip cards, etc.); this process shall be described and implemented. Rules and procedures for blocking admittance authorizations shall be described. If an individual leaves the company or moves to a different department, all means of admittance and admittance authorizations for all premises that are no longer necessary for the performance of that person’s duties shall be immediately returned/revoked. All persons entrusted with security duties, in particular security gate duty, shall be notified of employees who have left the company or whose duties have changed.

Fulfillment of the requirement 105 is a binding provision under this agreement.   |X|


106	Accompanying visitors and external personnel

Written rules must exist governing the admittance of people external to the company, such as guests and suppliers. At the minimum, these rules shall require that people external to the company be able to prove at all times that they are authorized to be in the building, e.g., through a guest pass, visitor’s pass or supplier ID. The person’s name and origin (employer, business or home address) must be logged. A random check of authorizations to be in the building is obligatory. If there is a need for enhanced protection (protection class 3 or higher), non-company personnel shall be accompanied and supervised during the performance of their work.

Fulfillment of the requirement 106 is a binding provision under this agreement.   |X| 

[bookmark: _Toc501704493]Access control

In addition to admittance control, the aim of access control is to prevent unauthorized persons from using data processing systems in which personal data is stored, processed or used. 

202	Access protection (authentication)

Access to data processing systems on which data is processed should be possible only after the authorized person has been identified and successfully authenticated (e.g., with a user name and password or chip card/PIN), using state-of-the-art security measures. Access must be denied for lack of authorization.

Fulfillment of the requirement 202 is a binding provision under this agreement.   |X|

203	Strong authentication for maximum level of protection

Strong authentication is always based on multiple (at least two) factors, such as something owned, something known, or on the basis of a one-time factor that is specific to the user (usually biometric processes). Examples include:

· Chip card with certificates and PIN

· One-time passwords (OTP generator, SMS TAN, chip TAN) and user password

· Use of biometric procedures and password

Fulfillment of the requirement 203 is a binding provision under this agreement.   |X|

204	Simple authentication (with user name/password) for high level of protection

If the passwords are changed by the processor, they must obey appropriate minimum rules e.g., a minimum password length and complexity. Passwords have to be changed at regular intervals. Initial passwords must be changed immediately. The implementation of the requirements for password length, password complexity and validity shall be ensured by technical settings, if possible. 

· A password consists of at least 8 characters.

· The password consists of a mix of characters. The available characters are divided into four categories:

· Lower-case letters, such as abcdefgh...

· Upper-case letters, such as ABCDEFGH...

· Numbers, such as 123456...

· Special characters, such as !“§$%...

· The mix of characters must consist of at least three of the categories shown above.

· Easy-to-guess words and trivial passwords may not be used for the password. 

· A password shall be changed at regular intervals, but at least every year.

· When changing passwords, none of the last 4 passwords used may be reused

· The password shall not be visible in plain text on the screen when it is being entered.

· The initial password must be provided to the user through secure channels and/or the user must at least be prompted to change the password immediately after logging in for the first time.

Fulfillment of the requirement 204 is a binding provision under this agreement.   |X|

205	Logging access

All successful and rejected access attempts must be logged (user ID, computer, IP address used) and archived in an audit-compliant form for 3 months. To detect improper use, regular evaluations through sampling shall be carried out.

Fulfillment of the requirement 205 is a binding provision under this agreement.   |X|

206	Secure transmission of authentication credentials in the network

The authentication credentials (such as user ID and password) must never be transmitted unprotected over the network.

Fulfillment of the requirement 206 is a binding provision under this agreement.   |X|

207	Blocking passwords on failed attempts/inactivity and process for resetting blocked access IDs

Access must be blocked after repeated incorrect authentication attempts. A process shall be established for resetting or unlocking blocked access IDs; this process shall be described and implemented. User IDs that are not used for a long period of time (a maximum of 180 days) must be automatically blocked or set to inactive.

Fulfillment of the requirement 207 is a binding provision under this agreement.   |X|

209	Identification of authorized individuals

The group of people authorized to access IT systems of the customer must be limited to the absolute minimum necessary in order to perform the person’s specific duties or functions within the ongoing operational organization.

Fulfillment of the requirement 209 is a binding provision under this agreement.   |X|

210	Managing and documenting individual authentication media and access authorizations

A process shall be established for requesting, approving, issuing, and accepting the return of authentication media and access authorizations; this process shall be described and implemented. This includes at least a request and approval process as well as a process for accepting the return of authentication media and revoking access authorizations.

Access authorizations must always be assigned only for the data processing systems/types which need to be accessed for performing the person’s work (“principle of minimal authorization”). Authentication media and access IDs for accessing data processing systems shall, in principle, be assigned on an individual basis and be linked (user ID) to a personal credential (such as a password, token or chip card). Authentication media and/or user ID/password combinations must not be passed on to third parties. Users shall be made aware of this.

Rules and procedures for restricting processing or deleting them in compliance with data protection rules must be described. If an individual leaves the company or moves to a different department, all authentication media and access authorizations for all data processing systems that are no longer necessary for the performance of that person’s duties shall be immediately returned/revoked. Steps must be taken to ensure that all parties involved are notified of the fact that employees have left the company or changed jobs (in particular, IT/authorization administrators).

Fulfillment of the requirement 210 is a binding provision under this agreement. |X|

214	Personal allocation of authentication media and access IDs

Authentication media and access IDs for access to installations and systems of the customer are always issued to a specific individual and linked to a personal password (user ID). Authentication media and/or user ID/password combinations must not be passed on to third parties.

Fulfillment of the requirement 214 is a binding provision under this agreement.   |X|

216	Conduct

The employee or vicarious agent of the processor/service provider must abide by the rules and guidelines of technical and organizational access control and must ensure that any access by unauthorized persons to the customer's IT systems due to misconduct on his/her part is prevented.

Fulfillment of the requirement 216 is a binding provision under this agreement.   |X|
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The data access control requirements are aimed at allowing only authorized persons to access the data which they are authorized to access and to prevent the data from being manipulated or read by unauthorized persons.

301	Creating an authorization concept

An authorization concept (user and administration rights) ensures that access to the data in the system is enabled only to the extent required for the user to complete the relevant task according to the user’s internal task distribution and separation of functions. Rules and procedures for creating, changing and deleting authorization profiles and user roles in compliance with data protection rules shall be described therein. The authorization concept must show which job holder may carry out administrative tasks (system, user, operation, transport) and which user groups may perform which activities in the system. Responsibilities are regulated.

Fulfillment of the requirement 301 is a binding provision under this agreement.   |X|

302	Implementing access restrictions

Each access authorization must be linked to a data access authorization, for example by linking it to one or more roles defined in the authorization concept. With the applications and within these applications, each access-authorized person may access only the data that he specifically needs to process the current transaction according to the order and which is configured in his individual authorization profile. To the extent that data of multiple customers is stored in the same database or is processed with the same data processing system, logical access restrictions must be provided which are aimed exclusively at processing the data for the customer concerned (multi-tenancy). The data processing function itself shall be limited to the extent that only the minimum functions needed can be used to process the personal data. Unique features are incorporated into the data processing systems which enable the accessing person to determine that the data processing system is authentic. The person authorized to access the data must also identify and authenticate himself to the data processing system on the basis of unique, verifiable factors, such as using ID reader on the terminals.

Fulfillment of the requirement 302 is a binding provision under this agreement.   |X|

303	Assigning minimum authorizations

The scope of the authorizations shall be limited to the minimum needed to perform the authorized person’s duties and functions. Time limits shall be put on access to personal data and authorizations to the extent possible that time limits can be put on certain functions without lowering the data processing quality.

Fulfillment of the requirement 303 is a binding provision under this agreement.   |X|

304	Managing and documenting individual data access authorizations

A process shall be established for requesting, approving, assigning, revoking and checking data access authorizations; this process shall be described and implemented. Rules and procedures for granting/revoking authorizations or assigning user roles shall be described. The data access rights must be implemented by the rights management process of the IT system.

Authorizations shall be linked to a personal user ID and an account. This excludes the use of group IDs/passwords used by multiple people.

When granting authorizations or assigning user roles, only the number of data access rights needed for performing the person’s duties shall be assigned (need-to-know- principle). Steps must be taken to ensure that the separation of functions mapped in the system is not canceled by cumulative authorizations.

If an individual leaves the company or moves to a different department, all data access rights for all data processing systems and data storage areas that are no longer necessary for the performance of that person’s duties shall be immediately revoked. Steps must be taken to ensure that all parties involved are notified of the fact that employees have left the company or changed jobs (in particular, IT/authorization administrators). The documentation shall be retained for 3 months. 

Fulfillment of the requirement 304 is a binding provision under this agreement.   |X|

309	In-house maintenance, access to devices of the customer

If the processor performs the maintenance work at the customer’s premises or is given access to the customer’s hardware, the processor must ensure that he and his employees instructed with the work comply with the internal data protection and IT security rules and guidelines of the customer.

Fulfillment of the requirement 309 is a binding provision under this agreement.   |X|
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401	Determining instances/persons authorized to receive/transmit data

The processor and the customer must agree which bodies/persons are allowed to send which data to whom and the particular transmission path over which this may take place.

Fulfillment of the requirement 401 is a binding provision under this agreement.  |X|

402	Legality of transmission to other countries

In principle, it is possible to collect or process data in other countries only with the prior written approval of the customer.

Fulfillment of the requirement 402 is a binding provision under this agreement.  |X|

406	Transmission to external systems

If personal data is transmitted to external systems, encryption is absolutely necessary.

Fulfillment of the requirement 406 is a binding provision under this agreement.   |X|

408	Implementing security gateways at the network transfer points

The IT/NT systems on which personal data is processed shall be protected against unwanted access or data flows from both the same or other networks by using state-of-the-art measures (usually firewalls). Regardless of whether the firewalls are network/hardware-implemented or whether host-based firewalls are also used, the firewalls must be permanently activated. Steps must be taken to effectively prevent any form of deactivation or circumvention of the functions by the users. The rules must be set up in such a way that all but the necessary communications links are blocked automatically.

Fulfillment of the requirement 408 is a binding provision under this agreement.   |X|

409	Hardening the backend systems

The backend systems must be hardened according to state of the art technology to prevent attackers from gaining unauthorized access to the systems and data as a result of vulnerabilities.

Fulfillment of the requirement 409 is a binding provision under this agreement.   |X|

410	Describing all interfaces and the transmitted personal data fields

All interfaces to other IT processes shall be documented. This documentation must contain at least the following information:

· All personal data fields

· Direction of transmission (import/export)

· The respective purpose for the transmission

· The IT processes/interface to which the data is exported

· Type of authentication used by the interface

· Protection of the transmission (e.g., encryption)

In particular, the import and export interfaces from and to files must be described, along with how their use is protected through technical or organizational measures. Data migrations shall also be described accordingly as interfaces.

Fulfillment of the requirement 410 is a binding provision under this agreement.   |X|

412	Secure data storage

To securely store personal data with the highest level of protection, an encrypted data storage system shall be provided. This also applies to any backups. 

Fulfillment of the requirement 412 is a binding provision under this agreement.   |X|

415	Secured storage on mobile data media

Storing data on mobile data media should be avoided due to the high risk of loss. However, if storing data on such media is unavoidable, the form of processing on this media shall be controlled and for the data stored thereon encryption shall be technically assured by default. Any data that is no longer needed must be immediately erased in compliance with data protection rules. The hardware used shall also be protected against loss/theft (by using cable locks, suitable lockable transport containers etc.).

Fulfillment of the requirement 415 is a binding provision under this agreement.   |X|

416	Introducing a process for managing data media

A qualified data media management system must exist. The data media management system must document how many data media containing personal data were created for which tasks and processing operations and where these media are stored up to the time they are destroyed. Regular inventory checks shall be carried out on the data media inventory. It is obligatory to store the created data media in a monitored security area if they contain personal data. The creation of data media copies must also be documented and retained for a period of 3 months after the assignment or activity has ended.

Fulfillment of the requirement 416 is a binding provision under this agreement.   |X|

419	Collection and disposal process

A process for collecting, disposing of, destroying or deleting non-electronic data media and information media must be established and described. Rules and procedures for the secure collection and internal forwarding as well as the storage and destruction of the media, taking into account the properties typical for the media, must be described in an organizational policy/process instruction. Destroying or erasing data media in compliance with data protection rules shall be carried out at the workstation in a timely fashion to largely avoid temporary media storage. This also limits the number of people handling the data media and increases security. Organizational steps shall be taken to rule out alternative disposal methods. Employees shall be made aware of this on a regular basis.

Fulfillment of the requirement 419 is a binding provision under this agreement.   |X|

420	Introduction of deletion and destruction methods in compliance with data protection regulations

For security reasons, unencrypted data media must be erased in compliance with data protection rules before being reused internally (e.g., changing primary user) or passed on to external parties. Formatting is unsuitable as a secure erasure method. Other secure erasure/destruction methods must be selected which make it extremely difficult to reconstruct the data.

Fulfillment of the requirement 420 is a binding provision under this agreement.   |X|

421	Maintaining erasure logs

The complete and permanent deletion of data and data carriers with personal data in compliance with data protection rules shall be logged. The logs shall be archived in an audit-compliant form for at least 12 months

Fulfillment of the requirement 421 is a binding provision under this agreement.   |X|

425	Passing on data media

For security reasons, unencrypted data must always be erased in compliance with data protection rules before being passed on to external bodies.

Fulfillment of the requirement 425 is a binding provision under this agreement.   |X|

426	Reproduction prohibition

Any kind of (electronic and/or analog) reproduction of data, data media or documents of the customer is not permitted unless it is an explicit part of performance of the assignment. If this is the case, copies must only be created for the purposes defined by the customer and only to the required extent. Electronic transmission via e-mail, for instance, is also a form of reproduction.

Fulfillment of the requirement 426 is a binding provision under this agreement.   |X|

427	Removable media

It is prohibited to connect external (removable) data media (USB, memory cards, CD/DVD, etc.) to data processing systems of the customer as well as to copy customer data to external (removable) data media, unless this is an explicit part of performance of the assignment and has been approved by the manager of the competent office of the customer.

Fulfillment of the requirement 427 is a binding provision under this agreement.   |X|
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603	Order execution rules and limitations

Only the work set forth in the service description to be prepared may be carried out. All activities that go beyond this scope must be discussed specifically in advance with the controller on the customer party and approved in writing. The processor must coordinate the scheduling of the work carried out on behalf of the customer with the customer in advance.

The processor must inform the customer without undue delay of any incidences of serious disruptions of operations, any suspicion of data protection violations, if errors or other irregularities occur in the handling of customer data. The processor must immediately remedy these problems. 

At the end of the contractual relationship, the work results and the data, documents and operating supplies received must be handed over in the agreed manner.

Fulfillment of the requirement 603 is a binding provision under this agreement.   |X|

605	Other processors 

To the extent the customer has approved the use of other processors (outsourcers/service providers - see definitions), the other processors must be carefully selected, the type and scope of the services to be provided arranged within the framework of a sub-contractual relationship which is in conformity with data protection law and the performance of activities and services must be checked in relation to the contractual regulations with the customer. The results of these checks must be documented in writing and presented to the processor on request. The customer’s direct right of control remains unaffected.

Fulfillment of the requirement 605 is a binding provision under this agreement.   |X|

606	Division of tasks

The division of tasks between the customer and the processor on the one hand and the processor and another processor on the other must be determined in writing before the activity is started if it does not result from the Agreements which have already been concluded.

Fulfillment of the requirement 606 is a binding provision under this agreement.   |X|

615	Handover at the end of the contractual relationship

At the end of the contractual relationship, the work results and the documents and operating supplies received must be handed over in the agreed manner.

Fulfillment of the requirement 615 is a binding provision under this agreement.   |X|

616	Configuration changes

Configuration changes to installations or systems of the customer are not permitted unless they have been explicitly agreed in writing as part of the assignment. If this is the case, the changes must be agreed in advance with the processing controller and their performance must be traceable in the form of appropriate documentation.

Fulfillment of the requirement 616 is a binding provision under this agreement.   |X|
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701	Backup concept

Data shall be backed up regularly in order to ensure that data is available even in an emergency. To achieve this, a backup concept shall be devised, which enables enable authorized employees to use all available means to restore data so that it can be made available again within a reasonable time after an incident.

Fulfillment of the requirement 701 is a binding provision under this agreement.   |X|

702	Emergency plan

The customer must be notified as quickly as possible of any disturbance (such as intentional internal or external attacks) or shutdown of the data processing work. If signs of a disturbance have been identified, immediate action must be taken to minimize damage and avoid any further damage. An emergency plan must be drawn up for this purpose, which lists the steps to be taken and determines the people, in particular those on the customer’s side, who need to be notified of the incident.

Fulfillment of the requirement 702 is a binding provision under this agreement.   |X|
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801	Minimizing the amount of data collected

Only the amount of data that is essential to directly serve the actual purpose and perform the work or carry out the process shall be processed. This purpose may not change in any subsequent processing steps, including after transmission.

Fulfillment of the requirement 801 is a binding provision under this agreement.   |X|

802	Separate processing

Rules and measures to ensure that data and/or data media used for different contractual purposes are processed and/or stored separately shall be documented and applied. 

Fulfillment of the requirement 802 is a binding provision under this agreement.   |X|
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902 b	Implementation of training measures

All individual who deal with personal data or who are otherwise involved in order processing (such as maintenance companies or data destruction companies, where agreed) must be verifiably instructed in the following areas:

· The principles of data protection, including technical and organizational measures

· The requirement to maintain data secrecy and confidentiality about company and trade secrets, including customer transactions

· The proper, careful use of data, data media and other documents

· Telecommunications secrecy (requirement defined in Article 88 TKG)

· Other specific confidentiality obligations, where necessary

· Other specific information that can result from the contractual agreement and from this catalog of minimum requirements, where necessary.

The instruction must take place through suitable measures that are appropriate to the order, and it must be repeated at least every two years, or even at shorter intervals, if needed (e.g., if the circumstances of the order or legal provisions change).

Fulfillment of the requirement 902 b is a binding provision under this agreement.   |X|

905	Separation and assignment of functions

A separation of functions must be defined, documented and explained, i.e., which functions cannot be combined with each other, and thus may not be performed by the same person at the same time. Requirements for this can result from the task itself, the requirements of this agreement, (especially the list of minimum requirements and supplementary standards) or from legal regulations. In principle, operational functions cannot be combined with controlling functions. After the separation of functions to be observed has been defined, the functions must be assigned to people.

Fulfillment of the requirement 905 is a binding provision under this agreement.   |X|

908 b	Internal audits

All read, input, modification and deletion transactions must be logged (user ID, transaction details). 

Internal audits on the processor’s premises ensure that the logs showing access to the personal data are analyzed regularly, but at least every 2 months. Irregularities are documented, communicated to the customer immediately in writing and retained for a period of 3 months after completing the order or the activity.

Fulfillment of the requirement 908 b is a binding provision under this agreement.   |X|
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The processor ensures, 



· a specialist data privacy officer has been appointed in writing. His/her involvement in data privacy management is ensured, 

· the organization must keep a directory of processing activities pursuant to Article 30 (2) GDPR. There is such a directory in written or electronic form. Or: This duty does not apply to the organization based on Article 30 (5) GDPR,

· that persons authorized to process the personal data have committed themselves to confidentiality or are under an appropriate statutory obligation of confidentiality,

· when processing personal data, the implementation of any measures required to ensure an adequate level of protection pursuant to the requirements of Article 32 GDPR. Processing takes into account the status of the technology,

· the organization has an established process for giving notification of personal data breaches.



The processor uses for his services the IT infrastructure (server/client, application) of the customer and when doing this, he accesses this IT infrastructure with his own end devices. 

The processor or a third party do not store personal data in his or the third parties own responsibility respectively. 



The processor fulfills the following mandatory marked requirements for the implementation of technical and organizational privacy measures.
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The aim of access control is to prevent unauthorized persons from using data processing systems in which personal data is stored, processed or used. 

202	Access protection (authentication)

Access to data processing systems on which data is processed should be possible only after the authorized person has been identified and successfully authenticated (e.g., with a user name and password or chip card/PIN), using state-of-the-art security measures. Access must be denied for lack of authorization.

Fulfillment of the requirement 202 is a binding provision under this agreement.   |X|

203	Strong authentication for maximum level of protection

Strong authentication is always based on multiple (at least two) factors, such as something owned, something known, or on the basis of a one-time factor that is specific to the user (usually biometric processes). Examples include:

· Chip card with certificates and PIN

· One-time passwords (OTP generator, SMS TAN, chip TAN) and user password

· Use of biometric procedures and password

Fulfillment of the requirement 203 is a binding provision under this agreement.   |X|

204	Simple authentication (with user name/password) for high level of protection

If the passwords are changed by the processor, they must obey appropriate minimum rules e.g., a minimum password length and complexity. Passwords have to be changed at regular intervals. Initial passwords must be changed immediately. The implementation of the requirements for password length, password complexity and validity shall be ensured by technical settings, if possible. 

· A password consists of at least 8 characters.

· The password consists of a mix of characters. The available characters are divided into four categories:

· Lower-case letters, such as abcdefgh...

· Upper-case letters, such as ABCDEFGH...

· Numbers, such as 123456...

· Special characters, such as !“§$%...

· The mix of characters must consist of at least three of the categories shown above.

· Easy-to-guess words and trivial passwords may not be used for the password. 

· A password shall be changed at regular intervals, but at least every year.

· When changing passwords, none of the last 4 passwords used may be reused

· The password shall not be visible in plain text on the screen when it is being entered.

· The initial password must be provided to the user through secure channels and/or the user must at least be prompted to change the password immediately after logging in for the first time.

Fulfillment of the requirement 204 is a binding provision under this agreement.   |X|

206	Secure transmission of authentication credentials in the network

The authentication credentials (such as user ID and password) must never be transmitted unprotected over the network.

Fulfillment of the requirement 206 is a binding provision under this agreement.   |X|

207	Blocking passwords on failed attempts/inactivity and process for resetting blocked access IDs

Access must be blocked after repeated incorrect authentication attempts. A process shall be established for resetting or unlocking blocked access IDs; this process shall be described and implemented. User IDs that are not used for a long period of time (a maximum of 180 days) must be automatically blocked or set to inactive.

Fulfillment of the requirement 207 is a binding provision under this agreement.   |X|

209	Identification of authorized individuals

The group of people authorized to access IT systems of the customer must be limited to the absolute minimum necessary in order to perform the person’s specific duties or functions within the ongoing operational organization.

Fulfillment of the requirement 209 is a binding provision under this agreement.   |X|

210	Managing and documenting individual authentication media and access authorizations

A process shall be established for requesting, approving, issuing, and accepting the return of authentication media and access authorizations; this process shall be described and implemented. This includes at least a request and approval process as well as a process for accepting the return of authentication media and revoking access authorizations.

Access authorizations must always be assigned only for the data processing systems/types which need to be accessed for performing the person’s work (“principle of minimal authorization”). Authentication media and access IDs for accessing data processing systems shall, in principle, be assigned on an individual basis and be linked (user ID) to a personal credential (such as a password, token or chip card). Authentication media and/or user ID/password combinations must not be passed on to third parties. Users shall be made aware of this.

Rules and procedures for restricting processing or deleting them in compliance with data protection rules must be described. If an individual leaves the company or moves to a different department, all authentication media and access authorizations for all data processing systems that are no longer necessary for the performance of that person’s duties shall be immediately returned/revoked. Steps must be taken to ensure that all parties involved are notified of the fact that employees have left the company or changed jobs (in particular, IT/authorization administrators).

Fulfillment of the requirement 210 is a binding provision under this agreement. |X|

214	Personal allocation of authentication media and access IDs

Authentication media and access IDs for access to installations and systems of the customer are always issued to a specific individual and linked to a personal password (user ID). Authentication media and/or user ID/password combinations must not be passed on to third parties.

Fulfillment of the requirement 214 is a binding provision under this agreement.   |X|

216	Conduct

The employee or vicarious agent of the processor/service provider must abide by the rules and guidelines of technical and organizational access control and must ensure that any access by unauthorized persons to the customer's IT systems due to misconduct on his/her part is prevented.

Fulfillment of the requirement 216 is a binding provision under this agreement.   |X|
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The data access control requirements are aimed at allowing only authorized persons to access the data which they are authorized to access and to prevent the data from being manipulated or read by unauthorized persons.

301	Creating an authorization concept

An authorization concept (user and administration rights) ensures that access to the data in the system is enabled only to the extent required for the user to complete the relevant task according to the user’s internal task distribution and separation of functions. Rules and procedures for creating, changing and deleting authorization profiles and user roles in compliance with data protection rules shall be described therein. The authorization concept must show which job holder may carry out administrative tasks (system, user, operation, transport) and which user groups may perform which activities in the system. Responsibilities are regulated.

Fulfillment of the requirement 301 is a binding provision under this agreement.   |X|

302	Implementing access restrictions

Each access authorization must be linked to a data access authorization, for example by linking it to one or more roles defined in the authorization concept. With the applications and within these applications, each access-authorized person may access only the data that he specifically needs to process the current transaction according to the order and which is configured in his individual authorization profile. To the extent that data of multiple customers is stored in the same database or is processed with the same data processing system, logical access restrictions must be provided which are aimed exclusively at processing the data for the customer concerned (multi-tenancy). The data processing function itself shall be limited to the extent that only the minimum functions needed can be used to process the personal data. Unique features are incorporated into the data processing systems which enable the accessing person to determine that the data processing system is authentic. The person authorized to access the data must also identify and authenticate himself to the data processing system on the basis of unique, verifiable factors, such as using ID reader on the terminals.

Fulfillment of the requirement 302 is a binding provision under this agreement.   |X|

303	Assigning minimum authorizations

The scope of the authorizations shall be limited to the minimum needed to perform the authorized person’s duties and functions. Time limits shall be put on access to personal data and authorizations to the extent possible that time limits can be put on certain functions without lowering the data processing quality.

Fulfillment of the requirement 303 is a binding provision under this agreement.   |X|

304	Managing and documenting individual data access authorizations

A process shall be established for requesting, approving, assigning, revoking and checking data access authorizations; this process shall be described and implemented. Rules and procedures for granting/revoking authorizations or assigning user roles shall be described. The data access rights must be implemented by the rights management process of the IT system.

Authorizations shall be linked to a personal user ID and an account. This excludes the use of group IDs/passwords used by multiple people.

When granting authorizations or assigning user roles, only the number of data access rights needed for performing the person’s duties shall be assigned (need-to-know- principle). Steps must be taken to ensure that the separation of functions mapped in the system is not canceled by cumulative authorizations.

If an individual leaves the company or moves to a different department, all data access rights for all data processing systems and data storage areas that are no longer necessary for the performance of that person’s duties shall be immediately revoked. Steps must be taken to ensure that all parties involved are notified of the fact that employees have left the company or changed jobs (in particular, IT/authorization administrators). The documentation shall be retained for 3 months. 

Fulfillment of the requirement 304 is a binding provision under this agreement.   |X|

309	In-house maintenance, access to devices of the customer

If the processor performs the maintenance work at the customer’s premises or is given access to the customer’s hardware, the processor must ensure that he and his employees instructed with the work comply with the internal data protection and IT security rules and guidelines of the customer.

Fulfillment of the requirement 309 is a binding provision under this agreement.   |X|
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401	Determining instances/persons authorized to receive/transmit data

The processor and the customer must agree which bodies/persons are allowed to send which data to whom and the particular transmission path over which this may take place.

Fulfillment of the requirement 401 is a binding provision under this agreement.  |X|

402	Legality of transmission to other countries

In principle, it is possible to collect or process data in other countries only with the prior written approval of the customer.

Fulfillment of the requirement 402 is a binding provision under this agreement.  |X|

406	Transmission to external systems

If personal data is transmitted to external systems, encryption is absolutely necessary.

Fulfillment of the requirement 406 is a binding provision under this agreement.   |X|

408	Implementing security gateways at the network transfer points

The IT/NT systems on which personal data is processed shall be protected against unwanted access or data flows from both the same or other networks by using state-of-the-art measures (usually firewalls). Regardless of whether the firewalls are network/hardware-implemented or whether host-based firewalls are also used, the firewalls must be permanently activated. Steps must be taken to effectively prevent any form of deactivation or circumvention of the functions by the users. The rules must be set up in such a way that all but the necessary communications links are blocked automatically.

Fulfillment of the requirement 408 is a binding provision under this agreement.   |X|

412	Secure data storage

To securely store personal data with the highest level of protection, an encrypted data storage system shall be provided. This also applies to any backups. 

Fulfillment of the requirement 412 is a binding provision under this agreement.   |X|

415	Secured storage on mobile data media

Storing data on mobile data media should be avoided due to the high risk of loss. However, if storing data on such media is unavoidable, the form of processing on this media shall be controlled and for the data stored thereon encryption shall be technically assured by default. Any data that is no longer needed must be immediately erased in compliance with data protection rules. The hardware used shall also be protected against loss/theft (by using cable locks, suitable lockable transport containers etc.).

Fulfillment of the requirement 415 is a binding provision under this agreement.   |X|

416	Introducing a process for managing data media

A qualified data media management system must exist. The data media management system must document how many data media containing personal data were created for which tasks and processing operations and where these media are stored up to the time they are destroyed. Regular inventory checks shall be carried out on the data media inventory. It is obligatory to store the created data media in a monitored security area if they contain personal data. The creation of data media copies must also be documented and retained for a period of 3 months after the assignment or activity has ended.

Fulfillment of the requirement 416 is a binding provision under this agreement.   |X|

419	Collection and disposal process

A process for collecting, disposing of, destroying or deleting non-electronic data media and information media must be established and described. Rules and procedures for the secure collection and internal forwarding as well as the storage and destruction of the media, taking into account the properties typical for the media, must be described in an organizational policy/process instruction. Destroying or erasing data media in compliance with data protection rules shall be carried out at the workstation in a timely fashion to largely avoid temporary media storage. This also limits the number of people handling the data media and increases security. Organizational steps shall be taken to rule out alternative disposal methods. Employees shall be made aware of this on a regular basis.

Fulfillment of the requirement 419 is a binding provision under this agreement.   |X|

420	Introduction of deletion and destruction methods in compliance with data protection regulations

For security reasons, unencrypted data media must be erased in compliance with data protection rules before being reused internally (e.g., changing primary user) or passed on to external parties. Formatting is unsuitable as a secure erasure method. Other secure erasure/destruction methods must be selected which make it extremely difficult to reconstruct the data.

Fulfillment of the requirement 420 is a binding provision under this agreement.   |X|

421	Maintaining erasure logs

The complete and permanent deletion of data and data carriers with personal data in compliance with data protection rules shall be logged. The logs shall be archived in an audit-compliant form for at least 12 months

Fulfillment of the requirement 421 is a binding provision under this agreement.   |X|

425	Passing on data media

For security reasons, unencrypted data must always be erased in compliance with data protection rules before being passed on to external bodies.

Fulfillment of the requirement 425 is a binding provision under this agreement.   |X|

426	Reproduction prohibition

Any kind of (electronic and/or analog) reproduction of data, data media or documents of the customer is not permitted unless it is an explicit part of performance of the assignment. If this is the case, copies must only be created for the purposes defined by the customer and only to the required extent. Electronic transmission via e-mail, for instance, is also a form of reproduction.

Fulfillment of the requirement 426 is a binding provision under this agreement.   |X|

427	Removable media

It is prohibited to connect external (removable) data media (USB, memory cards, CD/DVD, etc.) to data processing systems of the customer as well as to copy customer data to external (removable) data media, unless this is an explicit part of performance of the assignment and has been approved by the manager of the competent office of the customer.

Fulfillment of the requirement 427 is a binding provision under this agreement.   |X|
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603	Order execution rules and limitations

Only the work set forth in the service description to be prepared may be carried out. All activities that go beyond this scope must be discussed specifically in advance with the controller on the customer party and approved in writing. The processor must coordinate the scheduling of the work carried out on behalf of the customer with the customer in advance.

The processor must inform the customer without undue delay of any incidences of serious disruptions of operations, any suspicion of data protection violations, if errors or other irregularities occur in the handling of customer data. The processor must immediately remedy these problems. 

At the end of the contractual relationship, the work results and the data, documents and operating supplies received must be handed over in the agreed manner.

Fulfillment of the requirement 603 is a binding provision under this agreement.   |X|

605	Other processors

To the extent the customer has approved the use of other processors (outsourcers/service providers - see definitions), the other processors must be carefully selected, the type and scope of the services to be provided arranged within the framework of a sub-contractual relationship which is in conformity with data protection law and the performance of activities and services must be checked in relation to the contractual regulations with the customer. The results of these checks must be documented in writing and presented to the processor on request. The customer’s direct right of control remains unaffected.

Fulfillment of the requirement 605 is a binding provision under this agreement.   |X|

606	Division of tasks

The division of tasks between the customer and the processor on the one hand and the processor and another processor  must be determined in writing before the activity is started if it does not result from the Agreements which have already been concluded.

Fulfillment of the requirement 606 is a binding provision under this agreement.   |X|

615	Handover at the end of the contractual relationship

At the end of the contractual relationship, the work results and the documents and operating supplies received must be handed over in the agreed manner.

Fulfillment of the requirement 615 is a binding provision under this agreement.   |X|

616	Configuration changes

Configuration changes to installations or systems of the customer are not permitted unless they have been explicitly agreed in writing as part of the assignment. If this is the case, the changes must be agreed in advance with the processing controller and their performance must be traceable in the form of appropriate documentation.

Fulfillment of the requirement 616 is a binding provision under this agreement.   |X|
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702	Emergency plan

The customer must be notified as quickly as possible of any disturbance (such as intentional internal or external attacks) or shutdown of the data processing work. If signs of a disturbance have been identified, immediate action must be taken to minimize damage and avoid any further damage. An emergency plan must be drawn up for this purpose, which lists the steps to be taken and determines the people, in particular those on the customer’s side, who need to be notified of the incident.

Fulfillment of the requirement 702 is a binding provision under this agreement.   |X|
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801	Minimizing the amount of data collected

Only the amount of data that is essential to directly serve the actual purpose and perform the work or carry out the process shall be processed. This purpose may not change in any subsequent processing steps, including after transmission.

Fulfillment of the requirement 801 is a binding provision under this agreement.   |X|

802	Separate processing

Rules and measures to ensure that data and/or data media used for different contractual purposes are processed and/or stored separately shall be documented and applied. 

Fulfillment of the requirement 802 is a binding provision under this agreement.   |X|
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902 b	Implementation of training measures

All individual who deal with personal data or who are otherwise involved in order processing (such as maintenance companies or data destruction companies, where agreed) must be verifiably instructed in the following areas:

· The principles of data protection, including technical and organizational measures

· The requirement to maintain data secrecy and confidentiality about company and trade secrets, including customer transactions

· The proper, careful use of data, data media and other documents

· Telecommunications secrecy (requirement defined in Article 88 TKG)

· Other specific confidentiality obligations, where necessary

· Other specific information that can result from the contractual agreement and from this catalog of minimum requirements, where necessary.

The instruction must take place through suitable measures that are appropriate to the order, and it must be repeated at least every two years, or even at shorter intervals, if needed (e.g., if the circumstances of the order or legal provisions change).

Fulfillment of the requirement 902 b is a binding provision under this agreement.   |X|

905	Separation and assignment of functions

A separation of functions must be defined, documented and explained, i.e., which functions cannot be combined with each other, and thus may not be performed by the same person at the same time. Requirements for this can result from the task itself, the requirements of this agreement, (especially the list of minimum requirements and supplementary standards) or from legal regulations. In principle, operational functions cannot be combined with controlling functions. After the separation of functions to be observed has been defined, the functions must be assigned to people.

Fulfillment of the requirement 905 is a binding provision under this agreement.   |X|

908 b	Internal audits

All read, input, modification and deletion transactions must be logged (user ID, transaction details). 

Internal audits on the processor`s premises ensure that the logs showing access to the personal data are analyzed regularly, but at least every 2 months. Irregularities are documented, communicated to the customer immediately in writing and retained for a period of 3 months after completing the order or the activity.

Fulfillment of the requirement 908 b is a binding provision under this agreement.   |X|
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The processor ensures, 



· a specialist data privacy officer has been appointed in writing. His/her involvement in data privacy management is ensured, 

· the organization must keep a directory of processing activities pursuant to Article 30 (2) GDPR. There is such a directory in written or electronic form. Or: This duty does not apply to the organization based on Article 30 (5) GDPR,

· that persons authorized to process the personal data have committed themselves to confidentiality or are under an appropriate statutory obligation of confidentiality,

· when processing personal data, the implementation of any measures required to ensure an adequate level of protection pursuant to the requirements of Article 32 GDPR. Processing takes into account the status of the technology,

· the organization has an established process for giving notification of personal data breaches.



The processor uses for his services only the IT infrastructure (server/client, application) and end devices of the controller.



The processor fulfills the following mandatory marked requirements for the implementation of technical and organizational privacy measures.
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The aim of access control is to prevent unauthorized persons from using data processing systems in which personal data is stored, processed or used. 

202	Access protection (authentication)

Access to data processing systems on which data is processed should be possible only after the authorized person has been identified and successfully authenticated (e.g., with a user name and password or chip card/PIN), using state-of-the-art security measures. Access must be denied for lack of authorization.

Fulfillment of the requirement 202 is a binding provision under this agreement.   |X|

204	Simple authentication (with user name/password) for high level of protection

If the passwords are changed by the processor, they must obey appropriate minimum rules e.g., a minimum password length and complexity. Passwords have to be changed at regular intervals. Initial passwords must be changed immediately. The implementation of the requirements for password length, password complexity and validity shall be ensured by technical settings, if possible. 

· A password consists of at least 8 characters.

· The password consists of a mix of characters. The available characters are divided into four categories:

· Lower-case letters, such as abcdefgh...

· Upper-case letters, such as ABCDEFGH...

· Numbers, such as 123456...

· Special characters, such as !“§$%...

· The mix of characters must consist of at least three of the categories shown above.

· Easy-to-guess words and trivial passwords may not be used for the password. 

· A password shall be changed at regular intervals, but at least every year.

· When changing passwords, none of the last 4 passwords used may be reused

· The password shall not be visible in plain text on the screen when it is being entered.

· The initial password must be provided to the user through secure channels and/or the user must at least be prompted to change the password immediately after logging in for the first time.

Fulfillment of the requirement 204 is a binding provision under this agreement.   |X|

206	Secure transmission of authentication credentials in the network

The authentication credentials (such as user ID and password) must never be transmitted unprotected over the network.

Fulfillment of the requirement 206 is a binding provision under this agreement.   |X|

209	Identification of authorized individuals

The group of people authorized to access IT systems of the customer must be limited to the absolute minimum necessary in order to perform the person’s specific duties or functions within the ongoing operational organization.

Fulfillment of the requirement 209 is a binding provision under this agreement.   |X|

210	Managing and documenting individual authentication media and access authorizations

A process shall be established for requesting, approving, issuing, and accepting the return of authentication media and access authorizations; this process shall be described and implemented. This includes at least a request and approval process as well as a process for accepting the return of authentication media and revoking access authorizations.

Access authorizations must always be assigned only for the data processing systems/types which need to be accessed for performing the person’s work (“principle of minimal authorization”). Authentication media and access IDs for accessing data processing systems shall, in principle, be assigned on an individual basis and be linked (user ID) to a personal credential (such as a password, token or chip card). Authentication media and/or user ID/password combinations must not be passed on to third parties. Users shall be made aware of this.

Rules and procedures for restricting processing or deleting them in compliance with data protection rules must be described. If an individual leaves the company or moves to a different department, all authentication media and access authorizations for all data processing systems that are no longer necessary for the performance of that person’s duties shall be immediately returned/revoked. Steps must be taken to ensure that all parties involved are notified of the fact that employees have left the company or changed jobs (in particular, IT/authorization administrators).

Fulfillment of the requirement 210 is a binding provision under this agreement. |X|

214	Personal allocation of authentication media and access IDs

Authentication media and access IDs for access to installations and systems of the customer are always issued to a specific individual and linked to a personal password (user ID). Authentication media and/or user ID/password combinations must not be passed on to third parties.

Fulfillment of the requirement 214 is a binding provision under this agreement.   |X|

216	Conduct

The employee or vicarious agent of the processor/service provider must abide by the rules and guidelines of technical and organizational access control and must ensure that any access by unauthorized persons to the customer's IT systems due to misconduct on his/her part is prevented.

Fulfillment of the requirement 216 is a binding provision under this agreement.   |X|

[bookmark: _Toc501704174]Data access control

The data access control requirements are aimed at allowing only authorized persons to access the data which they are authorized to access and to prevent the data from being manipulated or read by unauthorized persons.

309	In-house maintenance, access to devices of the customer

If the Contractor performs the maintenance work at the customer’s premises or is given access to the customer’s hardware, the Contractor must ensure that he and his employees instructed with the work comply with the internal data protection and IT security rules and guidelines of the customer.

Fulfillment of the requirement 309 is a binding provision under this agreement.   |X|
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401	Determining instances/persons authorized to receive/transmit data

The processor and the customer must agree which bodies/persons are allowed to send which data to whom and the particular transmission path over which this may take place.

Fulfillment of the requirement 401 is a binding provision under this agreement.  |X|

402	Legality of transmission to other countries

In principle, it is possible to collect or process data in other countries only with the prior written approval of the customer.

Fulfillment of the requirement 402 is a binding provision under this agreement.  |X|

406	Transmission to external systems

If personal data is transmitted to external systems, encryption is absolutely necessary.

Fulfillment of the requirement 406 is a binding provision under this agreement.   |X|

412	Secure data storage

To securely store personal data with the highest level of protection, an encrypted data storage system shall be provided. This also applies to any backups. 

Fulfillment of the requirement 412 is a binding provision under this agreement.   |X|

415	Secured storage on mobile data media

Storing data on mobile data media should be avoided due to the high risk of loss. However, if storing data on such media is unavoidable, the form of processing on this media shall be controlled and for the data stored thereon encryption shall be technically assured by default. Any data that is no longer needed must be immediately erased in compliance with data protection rules. The hardware used shall also be protected against loss/theft (by using cable locks, suitable lockable transport containers etc.).

Fulfillment of the requirement 415 is a binding provision under this agreement.   |X| 

416	Introducing a process for managing data media

A qualified data media management system must exist. The data media management system must document how many data media containing personal data were created for which tasks and processing operations and where these media are stored up to the time they are destroyed. Regular inventory checks shall be carried out on the data media inventory. It is obligatory to store the created data media in a monitored security area if they contain personal data. The creation of data media copies must also be documented and retained for a period of 3 months after the assignment or activity has ended.

Fulfillment of the requirement 416 is a binding provision under this agreement.   |X|

425	Passing on data media

For security reasons, unencrypted data must always be erased in compliance with data protection rules before being passed on to external bodies.

Fulfillment of the requirement 425 is a binding provision under this agreement.   |X|

426	Reproduction prohibition

Any kind of (electronic and/or analog) reproduction of data, data media or documents of the customer is not permitted unless it is an explicit part of performance of the assignment. If this is the case, copies must only be created for the purposes defined by the customer and only to the required extent. Electronic transmission via e-mail, for instance, is also a form of reproduction.

Fulfillment of the requirement 426 is a binding provision under this agreement.   |X|

427	Removable media

It is prohibited to connect external (removable) data media (USB, memory cards, CD/DVD, etc.) to data processing systems of the customer as well as to copy customer data to external (removable) data media, unless this is an explicit part of performance of the assignment and has been approved by the manager of the competent office of the customer.

Fulfillment of the requirement 427 is a binding provision under this agreement.   |X|
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603	Order execution rules and limitations

Only the work set forth in the service description to be prepared may be carried out. All activities that go beyond this scope must be discussed specifically in advance with the controller on the customer party and approved in writing. The processor must coordinate the scheduling of the work carried out on behalf of the customer with the customer in advance.

The processor must inform the customer without undue delay of any incidences of serious disruptions of operations, any suspicion of data protection violations, if errors or other irregularities occur in the handling of customer data. The processor must immediately remedy these problems. 

At the end of the contractual relationship, the work results and the data, documents and operating supplies received must be handed over in the agreed manner.

Fulfillment of the requirement 603 is a binding provision under this agreement.   |X|

605	Other processors

To the extent the customer has approved the use of other processors (outsourcers/service providers - see definitions), the other processors must be carefully selected, the type and scope of the services to be provided arranged within the framework of a sub-contractual relationship which is in conformity with data protection law and the performance of activities and services must be checked in relation to the contractual regulations with the customer. The results of these checks must be documented in writing and presented to the processor on request. The customer’s direct right of control remains unaffected.

Fulfillment of the requirement 605 is a binding provision under this agreement.   |X|

606	Division of tasks

The division of tasks between the customer and the processor on the one hand and the processor and another processor  must be determined in writing before the activity is started if it does not result from the Agreements which have already been concluded.

Fulfillment of the requirement 606 is a binding provision under this agreement.   |X|

615	Handover at the end of the contractual relationship

At the end of the contractual relationship, the work results and the documents and operating supplies received must be handed over in the agreed manner.

Fulfillment of the requirement 615 is a binding provision under this agreement.   |X|

616	Configuration changes

Configuration changes to installations or systems of the customer are not permitted unless they have been explicitly agreed in writing as part of the assignment. If this is the case, the changes must be agreed in advance with the processing controller and their performance must be traceable in the form of appropriate documentation.

Fulfillment of the requirement 616 is a binding provision under this agreement.   |X|
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702	Emergency plan

The customer must be notified as quickly as possible of any disturbance (such as intentional internal or external attacks) or shutdown of the data processing work. If signs of a disturbance have been identified, immediate action must be taken to minimize damage and avoid any further damage. An emergency plan must be drawn up for this purpose, which lists the steps to be taken and determines the people, in particular those on the customer’s side, who need to be notified of the incident.

Fulfillment of the requirement 702 is a binding provision under this agreement.   |X|
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801	Minimizing the amount of data collected

Only the amount of data that is essential to directly serve the actual purpose and perform the work or carry out the process shall be r processed. This purpose may not change in any subsequent processing steps, including after transmission.

Fulfillment of the requirement 801 is a binding provision under this agreement.   |X|

802	Separate processing

Rules and measures to ensure that data and/or data media used for different contractual purposes are processed and/or stored separately shall be documented and applied. 

Fulfillment of the requirement 802 is a binding provision under this agreement.   |X|

[bookmark: _Toc501704179]Organizational control

902 b	Implementation of training measures

All individual who deal with personal data or who are otherwise involved in order processing (such as maintenance companies or data destruction companies, where agreed) must be verifiably instructed in the following areas:

· The principles of data protection, including technical and organizational measures

· The requirement to maintain data secrecy and confidentiality about company and trade secrets, including customer transactions

· The proper, careful use of data, data media and other documents

· Telecommunications secrecy (requirement defined in Article 88 TKG)

· Other specific confidentiality obligations, where necessary

· Other specific information that can result from the contractual agreement and from this catalog of minimum requirements, where necessary.

The instruction must take place through suitable measures that are appropriate to the order, and it must be repeated at least every two years, or even at shorter intervals, if needed (e.g., if the circumstances of the order or legal provisions change).

Fulfillment of the requirement 902 b is a binding provision under this agreement.   |X|

905	Separation and assignment of functions

A separation of functions must be defined, documented and explained, i.e., which functions cannot be combined with each other, and thus may not be performed by the same person at the same time. Requirements for this can result from the task itself, the requirements of this agreement, (especially the list of minimum requirements and supplementary standards) or from legal regulations. In principle, operational functions cannot be combined with controlling functions. After the separation of functions to be observed has been defined, the functions must be assigned to people.

Fulfillment of the requirement 905 is a binding provision under this agreement.   |X|
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